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(57) ABSTRACT

Providing verification of the identity of a digital entity may
include including receiving information and a public key of
the digital entity, the information having been previously
attested to in an attestation transaction stored within a
centralized or distributed ledger at an attestation address, the
centralized or distributed ledger providing a record of trans-
actions. The system may derive an attestation address using
the information and the public key of the digital entity. The
system may verify the existence of the attestation transaction
at the attestation address in the centralized or distributed
ledger and verity that the attestation transaction has not been
revoked. The processor associated with the user may receive
a cryptographic challenge nonce signed by the digital enti-
ty’s private key; and may verify the digital entity’s identity
with the cryptographic challenge nonce signed by the digital
entity’s key.

18 Claims, 18 Drawing Sheets

Recelve information fror dighal entity atong with digital entity’s public key ‘
1564

'

Validste informration from digital entity ‘

l 1506

'

1508

Combine a hash of the infr mation with the public key to generate a public
attestkey

'

l Create an altestation address based on vhe public attest key ‘

'

d bra
itributed ledger

adcast the transaction ta the




